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Akamai is the 

world’s most distributed cloud platform, 

with leading solutions for:

Content 
Delivery

Cyber
Security 

Cloud 
Computing
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Through massive 
distribution, full 
automation, and 
network intelligence, 
Akamai provides:

1,000
TBPS of capacity

4,000+
Edge PoPs

130
Countries

1,200+
Networks

750+
Cities

14T
Bot requests

43B
WAF attacks

17.9B
Fraudulent login 

attempts

1.5
Petabytes of DDoS

traffic mitigated

9.6T
L7 DDoS requests 

directed at customers
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Average number of applications per enterprise 
Including mission-critical applications

061

Source: 2023 Connectivity Benchmark Report by MuleSoft In collaboration with Deloitte Digital
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Only 1 in 3

Breaches were identified by an 
organization’s own security team

(IBM/Ponemon Institute)
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“By 2022, API abuses will be the 

most-frequent attack vector resulting 

in data breaches for enterprise web 

applications.”

- Gartner Research, “How to Build an Effective API Security Strategy”

Web sites & Web APIs share the same (old) 
attack vectors

– but APIs are often unprotected

APIs are more performant 
and less expensive to 
attack compared with 
traditional web forms

Agentic APIs: A Primary Target For Attackers Today
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● Scraping is not benign 

● Low and slow

● Hard to detect

● Requires behavioral monitoring

AI crawling is the new data breach
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Let’s frame the problem
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The mental model is wrong

What most people think

● AI risk = hallucinations

● AI risk = prompt injection

● AI risk = data privacy

What’s actually happening

AI systems are:

■ Autonomous

■ Always-on

■ Deeply integrated

■ Privileged by design

AI didn’t add a new attack surface… it connected all the old ones.
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Why AI changes security fundamentals

Three shifts introduced by AI

1. Automation: attacks run continuously

1. Agency: systems act, not just respond

1. Abstraction: humans stop seeing the plumbing

This is where the risk hides
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Real world AI system architecture

● Ai systems are connected to:

○ APIs

○ Data sources

○ SaaS tools

○ Internal systems

○ External services

○ Automation tools

Every AI system is a decision engine sitting on top of privileged access.
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AI failure mode: Over-trust

Some AI systems are trusted because

● They’re “internal”

● They’re “read-only” (until they aren’t)

● They use valid credentials

● They improve workflows

AI behaviour is unsafe and inconsistent
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The “looks legitimate problem

Why AI-driven abuse is hard to spot

● Valid credentials

● Normal request shapes

● Human-like timing

● No spikes - can be human insititated

This is why detection fails.
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Autonomous Reach

AI agents don’t stop

● They don’t “log out”

● They don’t forget

● They don’t get bored

They:

● Crawl

● Correlate

● Retry

● Learn
This creates persistent exposure
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Risk: Tool amplification & sprawl

AI agents don’t act alone

● They call tools

● They chain actions

● They delegate tasks

Every step in the workflow exposes data and expands blast radius.
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Risk: Supply Chain + Automation

Real world attacks:

● Supply-chain compromise

● Credentials harvested

● Internal access abused

AI accelerates:

○ Credential testing

○ Lateral movement

○ Privilege mapping
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Why traditional controls don’t work

Controls built for humans

● Rate limits

● CAPTCHAs

● Alerts

● MFA

AI bypasses by

● Distribution

● Patience

● Adaptation

● Validity
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Behavioural analysis in the only warning signs

AI abuse shows up as:

● Unusual sequences

● Consistent curiosity

● Systematic traversal

● Long-lived access

It won’t show up as:

● Not spikes

● Alerts

● Traditional bot patterns
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What this means for you

● Assume AI agents behave like insiders

● Treat automation as privileged

● Monitor behaviour, not just access

● Expect persistence, not attacks
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Real world examples



22



23



24



25

“Everyone is a vide-coder now”
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39 https://www.esecurityplanet.com/news/hidden-npm-malware-supply-chain/
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Our approach: 
Behavioural analysis
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Example: Suspicious New Account Creation 

Path Parameter 

Fuzzing alert

1

Abnormal fuzzing 

of {customer_id} 

path parameter

2

Correlated to 

suspicious new 

account creations

3
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Key AI Security Challenges

Today’s Focus

Tomorrow’s Focus

Discover your complete AI 

footprint - including rogue, 

legacy, shadow, zombie, etc.

Prevent agentic vulnerabilities and 

misconfigurations 

Stop business logic abuse such 

as data scraping or data 

exfiltration using behavioral 

analytics.

Shadow AI Vulnerable AI tools Agent Abuse
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What this means for you

● Assume AI agents behave like insiders

● Treat automation as privileged

● Monitor behaviour, not just access

● Expect persistence, not attacks
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Thank you
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