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SentinelOne

Embrace the Attacker's
Mindset:

Protecting Australian
Organisations with an
Offensive Cloud security
strategy




The world’s most advanced cybersecurity platform

Real-time visibility and automation are key.

From build time to runtime.



Supporting Australian Organisations

Australia Data Centre
Data remains within Data Centre

IRAP Assessed

Options for dedicated instances
(Platform Pro)

Deploy on Private AWS
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Securing your cloud: Competing tensions

External challenges
Evolving cloud threat landscape
and motivated threat actors (APTs)

Internal challenges
People, processes,

and technology
innovation drive
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| Cloud threats are on the rise

Increase in number of cloud security events
Targeting business-critical applications in cloud and the
increasing amount of data stored in public cloud

Increase in cloud attack sophistication
Novel techniques continue to be seen, across
more threat actors, and in new combinations

Increase in automation in cloud attacks
Worm GPT & bots, bots, bots, including crypto-miners,
scrapers, phishing, credential harvesting, and stuffing
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The knock on the door

Fileless attacks
running in memaory, steadily rising

Wipers and ransomware
now have Linux variants

Container-specific attacks
(container escape, mounting filesystems)

Cryptojacking

0S- and app-level vulnerabilities
found via automated tooling
and exploited via automated tooling

Malware polymorphism
is potentially improving with Al

N ; :
S SentinelOne



DevOps pipeline threats

Targeted supply chain Cl/CD pipeline abuse
campaigns are being Ciu e S to deploy malware, exfiltrate
observed for the first time data, and/or execute
unauthorized commands

within DevOps workflows
Use of non-standard

languages for threat
actors to hide in open
source packages

Account take over
enables popular libraries
to be poisoned

Code repositories

are being targeted - Certain threat actors

For credential harvesting are targeting developers to

and supply chain threat _ understand business logic
opportunities and weaknesses of web apps
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Cloud misconfigurations

Threat actors often combine misconfigurations
into a more complex attack chain

Often targeting and involving cloud identity

Additionally, threat actors are now being seen
causing cloud misconfigurations

There is a new requirement to differentiate
between mess/noise and which
misconfigurations are compromise artifacts #
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Cloud attacks: Where we are now

Modern cloud attacks
are combining tactics
and techniques across
the cloud threat
landscape
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Mapping cloud attacks to MITRE ATT&CK

Initial Access
5 techniques

Execution
5 techniques

Persistence
7 techniques

Cloud compute

Privilege Escalation
5 techniques

Cloud identity

Credential Access
11 techniques

Lateral Movement
Stechnlques

Discovery
14 techniques

Collection
5 techniques

Cloud services

Exfiltration
3 techniques

Impact
9 techniques

ompromise

Exploit Public-Facing
Application

[ Ph h "’1
Trusted Relationship

Valid Accounts (;

L‘ oud Administration
Command

Command and

ipting Interpreter ¢

ecution

Software Deployment
Tools

Account Manipulation s)

Create Account

Event Triggered Execution

Implant Internal Image

Abuse Elevation Control
Mechanism (1)

Abuse Elevat

Mechan

Account Manipulation (s)

Domain or Tenant Policy
Modifica

Domain or Tenant Policy
Modification

Exploitation for Defense Evasion

Brute Force (4

‘ Internal Spearphishin

n Account Discovery (2

Exploitation for Credentia
Access

Modify Authentication

n User Execution (1)

d Accounts 7

Event Triggered Execution

Hide Artifacts

Forge Web Credentials

Valid Accounts ()

Impair Defenses (3

Impersonation

Indicator Removal 4

Modify Authentication
Process (3)

Modify Cloud Compute
Infrastructure (s

Unused/Unsupported Cloud
Regions

Jse Alternate Authentication
terial (7

Modify Authentication
Process (3

Multi-Factor Authentication
Request Generation

Network Sniffing

Steal App
Token

Steal or Forge
Authentication Certificates

Steal Web Session Cookie

Cloud Infrastructure

n Remote Services (2)

Automated Collection

Data from Cloud Storage

Software Deployment Tools

Taint Shared Content

Cloud Service Discovery
Use Alternate
Authentication
Material (;

Cloud Storage Object
Discovery

)g Enumeration

Network Service
Discovery

Network Sniffing
word Pol cy
Permission Groups
Discovery (1)

Software Discovery

n 1secured Credentials

Valid Accounts (3

System Information
Discovery

System Location
Discovery

System Network
Connections Discovery

Data from Information
Repositories

Data Staged (1)

Email Collection (2

Exfiltration Over Account Ac s Removal
Alternative Protocol

Data Destruction
Exfiltration Over Web

Service (1) Data Encrypted for Impact

fer Data to Cloud Defacement
un

ndpoint Denial of

Service

Financial Theft

nhibit System Recovery

Network Denial of
Service (2

urce Hijacking
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Open source tooling readily available:
FBot and AlienFox

Dumps configuration files Initial
from misconfigured Servers access 'WARNING] Use with caution. You are responsible for your actions

'WARNING] Developer assume no liability and are not responsible for any misuse or damage.
{FO] Loading Bot List....

Discovery and extraction _ (1]
.. . . Discovery (2]
of sensitive information o
te)
{6
Imports boto3 locally and uses Credential E]}
the stolen AWS access key access et
[15)
[16]
i
New login profile created : [12]
. Persistence [20]
with a hardcoded password (1)
[23]
AdministratorAccess Privilege 21 ehea Yoie chon
privileges attached escalation

ne



Need to identify cloud security gaps
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Tools, consoles, plug-ins

Cloud compute

Build lifecycle Cloud services and container

5000 T,
ﬂo/ 3 d
‘o B

S alg7En b e A Radically reduce your Secure business
designed t? "}h'ft largest attack surface critical cloud
security lett infrastructure
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Cloud pain due to tooling

Right now, it’'s often a combination
of tools, which can be disparate,
disconnected, and lacking

context and correlation

Tool Sets can be incredibly noisy
Often without any prioritization

Mostly built on prevention alone

Often lacking machine speed security
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| Singularity Cloud Security

BLOCK ATTACKS WITH OUR AI-POWERED CNAPP

Cloud Native
Security

Agentless cloud security
with a unique offensive
engine

Cloud Workload

Security

Agent-based threat
protection for cloud
compute and container
(including AWS Fargate)

Cloud Data

Security

Configurable
policy-based scanning
and automated response
for cloud object storage

Our

comprehensive
CNAPP
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| Cloud Native Security

Vulnerability scanning

Cloud security posture management
(CSPM)

Infrastructure as code (laC) scanning
Container and Kubernetes security

Secrets scanning

SentinelOne
CLOUD NATIVE SECURITY

aws RDS Credentials Leaked © Verified
dent € pro
by a ser at
hacker/rds-cred
SSSSSSS
o =
Issi Severity

aWs  |AM users don't have MFA active

o\ 9%

B soc 2, :
Issues - By Severity W  Compliance Score

786 Open Issues 12301 Resources
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| Offensive Security Engine

Cloud-native security identifies attack
paths; correlates publicly accessible assets
1) Checlingifinstance is vulnerable for SSRF with either vulnerable or misconfigured
connected resources

Exploit Path X

curl -L -s -D - -0 -X 'GET" 'http://ec2-18-118-38-231.us-east-2.compute.amazonaws.co

@ Conclusion OffenSive Security engine
Cloud Native Security detected a SSRF : then safely simulates attacker methods
and captures the response

2 Opening browser, navigating to login page

3 Wait for some time

| Removes false positives by analyzing which
JJ i theoretical attack paths are actually

"Code" : "Success", exploitable

"LastUpdated" : "2024-03-25T716:18:53Z",
"Type" : "AWS-HMAC",

"AccessKeyId" : "ASIAUMNASJFASPXW2UGM", Focus on What matters

"SecretAccessKey" : "ckgDIdcgmd4gQVTdZQxjjIVUE+OdNGov4qDDnKgELl",

HTokenH : L] - - - L] L] =
"IQ0Jb3JpZ21uX2VjEHgaCXVzLWVhc3QtMiJHMEUCIHZ2eYxk6T9DtNEMS0oy34MtW4 EVIdence baSEd prlorltlzatlon Wlth

DUgUrxAvJALfMvIRTXsR+djrcUzZ15ay7EtQpOhSTRqb3gYIOdbLE+qgimBYsI6ilg Verified Exploit Paths
uLHO4gprMgceAN+EJg1n8uLUNDKK/XST2eXPEY1xtvYwIDUH3AgmO/YVIgVSIEN/t
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Australian Government Australian
Australian Signals Directorate Cyber Security Centre

Australian Government ST o
Information Security Manual ©::%::%:800 Essentlal 8

ISM and Essential 8 e L /~CSC
AL \ \.)

Control: ISM-1401; Revision: 5; Updated: Sep-21; Applicability: All; Essential Eight: ML1, ML2, ML3
Muilti-factor authentication uses either: something users have and something users know, or something users have
that is unlocked by something users know or are.

Multi-factor_authentication root-account-mfa-enabled Manage access to resources in the AWS Cloud by ensuring MFA is enabled for the root user. The root user is the most privileged user in an AWS account. The MFA add
an extra layer of protection for a user name and i iri ou can reduce the incidents of compromised AWS accounts.

MFA not Configured on AWS Root Account User

Description

This policy aims to ensure that the AWS root account, the highest level of access within an AWS environment, has Multi-Factor Authentication (MFA) enabled. MFA represents a critical security control, supplementing the traditional username and pa:
the AWS Management Console will necessitate both a password and an authentication code from an AWS MFA device.

Impact

Without MFA, the root account is an easy target for unauthorized access and potential misuse. Given the elevated permissions of the root account, an attack could lead to catastrophic outcomes, including but not limited to data breaches, unauthorize}

Recommended Action

Cloud Misconfigurations

To fortify the security of your AWS root account, enabling MFA is highly recommended. Please note that this action cannot be performed via the AWS CLI and requires using the AWS Management Con

Note: We will refresh the resources associated with this issue every four hours upon the generation of a new credential report by AWS. If you have already taken action to resolve the reported resou
Statusis Open  Severityis High x  Provideris AmazonWeb intervals as short as every four hours. When a report is requested, IAM first verifies whether a report for the AWS account has been generated within the preceding four hours. If a recent report is fa
Read more about the issue >

Compliance

@ CISAWSv140 @ CISAWSvIS50 @ 1S027001 @ PCIDSSv321 (@ SOC2 RBIMD-ITF @ ISO/IEC 27001:2022 @ MITREATT&CK V100 @ PCIDSSv40 @ CS‘A\«"\/S IAM User ha MFA not Configur

* MFA not Configured on AWS Root Account User

M figur

Affected Account
aws DB
Resources (1)

Cloud Account ~ Region ~ Resource Label ~ Is New Resource ~ + Filter

Active resources Resolved Resources Muted Resources
Account View on Graph Resource Name Resource Link Resource Title Region

won Graph (7 <root_account> AWS IAM User us-east-1
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Available via demonstration and Proof of Value

Fast and agentless onboarding

Discovering cloud inventory

Context establishment

Verified Exploit Paths
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Thank You



