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What                    
                 Happened ?

The Louvre Heist 
Security Lessons

Cyber Security Lessons

Before the Heist plan (unknown) –audits 
and vulnerabilities included unpatched 
end of life systems, Password=Louvre

Diadems, necklaces, brooches – priceless 
heritage items.

Crown Jewels on display, fragile glass 
display cabinet, visible from window 

Crown jewels not hidden away or masked 
or replaced with copy

Identify, protect, patch and 
monitor the crown jewels

WHAT ARE YOUR Enterprise Crown 
Jewels or unnecessary weakness? eg 
Customer PII Data, historical data, API’s, 
Financials etc

Encrypt in Transit (TLS, SSL, VPN, IPSec) 
& at Rest (TLE)
Mask, Conceal, Cover, Disguise, 
Obfuscate/Obscure, Redact, Remove or 
Delete (weakness). Quantum AI

-SIEM Monitoring. Any Blind spots?

Unusual work outside the Louvre, workers 
preparing machinery and cherry picker

Monitor the perimeter for 
external/imminent threats 
eg Workers & Cherry 
Pickers outside

-Threat hunting tools on the end points 
and perimeter ON suspicious activity 
/traffic on your network, endpoints and 
API’s and data access at unusual times
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Security Lessons

Cyber Security Lessons

Thieves disguised as maintenance 
workers

Social engineering awareness -No unauthorised access to sites, 
networks, endpoints, systems, data ie 
devices, logins, VPN access, RDPs

CCTV had blind spots. Perfect for a 
rapid operation

Full coverage & monitoring: 
eliminate blind spots

Protect your most exposed perimeter 
first eg Public facing Internet. 
Patch these vulnerabilities, no 
compromises/ blind spots!
-SIEM Monitor, Detect, Respond. 
Any Gaps? 
Regular Pen Testing
RED & BLUE Teams (Attack & Respond)

Easy entry and access

Password=Louvre
Strong access controls & 
credential hygiene

-User Access Management, MFA and 
education on strong Passwords/ tools
-Regular Audits and actions on these
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A disc cutter slices the glass. Entry 
in seconds.

Jewels lifted in under 4 
minutes

Ex-filtration: scooters vanish into 
traffic. Operation concludes in 
minutes.

Rapid incident response & drills Enterprise wide Cyber incident Response 
RED & BLUE Teams, Attack & Respond
Table Top exercises
eg Leverage latest threat techniques 
MITRE @TTACK FRAMEWORK
Essential Eight explained | Cyber.gov.au
Staff awareness on Securing sensitive 
data, Phishing, Data loss Prevention and 
strict user access management

Decommission unused entry 
points.

Proactively identify weakest access and 
patch remove vulnerabilities Alerts and 
advisories | Cyber.gov.au; 
https://nvd.nist.gov/vuln
OWASP API Security Project | OWASP 
Foundation

Upgrade or decommission  old systems 
where vulnerabilities cannot be patched

https://www.cyber.gov.au/business-government/asds-cyber-security-frameworks/essential-eight/essential-eight-explained
https://www.cyber.gov.au/about-us/view-all-content/alerts-and-advisories
https://www.cyber.gov.au/about-us/view-all-content/alerts-and-advisories
https://nvd.nist.gov/vuln
https://owasp.org/www-project-api-security/
https://owasp.org/www-project-api-security/




A single API misconfiguration exposed millions

What   
                 Happened ?

Optus Security 
Lessons

Cyber Security Lessons

A dormant, public facing Open API 
with no access controls to sensitive 
customer data/ core business 
operations

Endpoints leaked PII of 9.8M 
customers

Customer ID’s were sequential and 
easily deciphered

-Enforce API authentication & 
authorization
-Regular code audits and security 
scans & decommission unused 
endpoints
-Identify High Risk exposure 
customer API’s “Crown Jewels”
-No monitoring on dormant 
internet facing API’s.

Which interfaces expose your Enterprise 
Crown Jewels or highest weakness?
eg Customer PII Data, historical data, 
API’s, Financials etc

-Enforce API authentication & 
authorization in development
-Implement WAF Anomaly detection

-Customer ID’s need to be unique and 
scrambled 

Unsecured Internet facing API 
endpoint becomes an attack vector

Data exfiltration was detected

Monitoring gaps

Detection and Response was 
ineffective

What’s your SIEM NOT covering?
Protect your most exposed perimeter first 
eg Public facing Internet. 
Detect, Pen Test and Patch Vulnerabilities



Agentic AI Malware in Security Monitoring LLM’s





Amazon Macie Azure AIData Security Sensitive Data Protection (SDP)



Unseen attack      
        surface and     
         secure/hide            
        your crown jewels

Review and delete 
unused code
Secure at all levels

-Necessity only
-Strict Data and IP policy
-Inspect Outcomes
-Human in the Loop

3 Things you must do



https://livethreatmap.radware.com/

https://haveibeenpwned.com/

Eg UDP port 6881 =Bittorrent P2P file sharing most 
exploited for DDOS

Eg TCP Port 5900 = 
Virtual Network Computing (VNC) systems,
which are widely used for remote desktop control

https://livethreatmap.radware.com/
https://haveibeenpwned.com/


https://www.scamadviser.com/

https://claritycheck.com/

https://www.malwarebytes.com

MITRE ATT&CK® FRAMEWORK

https://attack.mitre.org/ 

Essential Eight explained | Cyber.gov.au

Alerts and advisories | Cyber.gov.au; 

https://nvd.nist.gov/vuln

OWASP API Security Project | OWASP Foundation

https://haveibeenpwned.com/

https://www.scamadviser.com/
https://claritycheck.com/
https://www.malwarebytes.com/
https://attack.mitre.org/
https://attack.mitre.org/
https://www.cyber.gov.au/business-government/asds-cyber-security-frameworks/essential-eight/essential-eight-explained
https://www.cyber.gov.au/about-us/view-all-content/alerts-and-advisories
https://nvd.nist.gov/vuln
https://owasp.org/www-project-api-security/
https://haveibeenpwned.com/


Enable your Cloud Cyber Security Tools today ☺

It Wasn’t Me? No excuses

https://youtu.be/HTkdwnwAqlg
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Unjustified Third-Party Access 
to Sensitive Data

Data Exposure in the Wild

By Luke Joas

Feb 8, 2025
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Key Findings 

Unauthorised 
Data Access is 
Pervasive​

The State of Web Exposure Report 2026  by Reflectiz

64% 

of third-party applications 
access sensitive data, including 
credit cards and health records, 
without business justification

47% 

of applications in payment 
processing frames operate 
without demonstrable 
business need
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The Problem is Accelerating​ ​ ​

25% 
year-over-year growth in 
unjustified access to sensitive data​

Root cause

organisational "awareness-
action gap" between 
knowing the risk and taking 
action

While 81% of organisations identify 
web attacks as a top priority, only 
39% have actually deployed solutions 
to mitigate these risks
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Concentration of Risk​ ​

17% 
of all violations traced to just 
three tools

Google Tag Manager (8%)​ 

Shopify (5%)​ 

Facebook Pixel (4%)

Systemic Vulnerability:

53.2% 
of websites exposed to unintentional sensitive data scraping 
via Facebook Pixel's "Full DOM Access" capability

The Challenge:

Sensitive data isn't just in your clouds – it's flowing through third-party scripts in 
your client-side you may not even know are running.
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